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Abstract

Large language models and Al agents are evolving from content generators into systems capable of
invoking tools and producing external side effects. In Web3 environments, an Al output may lead to
contract deployment, transaction construction, asset authorization, governance actions, or cross-chain
calls. This creates an architectural mismatch between probabilistic reasoning and the deterministic
requirements of authorization, state transition, auditability, and recovery. It also creates a placement
problem: high-throughput inference, retrieval, and code analysis are better suited to off-chain compute,
while identity, authorization, commitment, and settlement benefit from on-chain verification. Moreover,
blockchain integrity does not by itself establish factual truth, model correctness, or the legitimacy of a
business decision.

This paper treats HZB Network as a Web3 Al infrastructure and global co-building network, and
proposes the HZB Intelligence Virtual Machine (HIVM) as its controlled execution, verification, and
scheduling runtime. HIVM is neither a copy of the EVM nor a claim that all Al computation should be
placed on-chain. It compiles user, API, agent, or venture-building intent into structured tasks carrying
identity, permissions, budget, data classification, risk level, evidence requirements, and success
conditions. The architecture follows the HZB principle that intelligence is formed off-chain while trust
and value closure are established on-chain.

The paper formalizes task and capability tuples, policy predicates, risk scoring, verification levels, state
transitions, execution receipts, build tasks, Proof of Build validity, and settlement gates. HIVM receipts
bind model and tool versions, data snapshots, policy decisions, authorization evidence, execution
events, and verification methods; PoB then aggregates eligible receipts and human deliverables into
milestone-level contribution proofs. A defense-in-depth architecture addresses both agent execution
attacks and network-specific threats such as duplicate contribution claims, verifier collusion, Sybil
identities, cross-task replay, and premature settlement. Because the architecture remains planned or
under development, all evaluations are reproducible prototype simulations and acceptance targets
rather than production measurements.

Keywords: HZB Network; HIVM; Web3 Al; artificial intelligence virtual machine; Al agent;
trustworthy execution; Proof of Build; zero trust; execution receipt; venture collaboration
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BRILIZMZE: Proof of Build 5 Venture Cell #£IRB F kxR 0I5 UL{ESS, ik Builders. Agent.
Validators 54K ESRBREME, BIET=E(ES K HIVM Execution Receipt, F&RTE
ESHREHRASERAERRIER, E ARMIN AEHET "G,

—IR PoB EigES RERE. BIKEBEEXA:

= b ( ), b b b 3 b b ) )
Hoh  ZE HZB ML, IRERBIRES K Venture Cell iEIRARK, 2EEZ
sourceApp, =( , ) EIRE verificationPolicy. settlementPolicy, &9 =FRE
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claimSlotld, , , PATIHIR. IEERFIEEFCHAR execution {REVFSEAEIR,
BEEMEER; |, P3RMEE— contribution 5 validation E#IR, 7£ BP hEEETE

1, BP A2 Receipt, EFREREIHEN S bpRoot = H("HZB/PoB/BP/v1", networkDomain,
canon(BP)), #SEXIZRHERR bpRoot BB, FRERILE =

(‘HZB/PoB/claiminv1", , , , , ), ZEF =
("HzZB/PoB/nullifier/v1", , )o AIEFRIE—MEWIERE— P &RL BP, EEMEL

F—IHAER—NRFAERTRBNNBEEBES B, GESATMEER— contribution
KRES5ES5DBXR,

BIRIEAAEMEREHRE—IRFHRE—REFDRE, € HME— validation @A,  HlE—

MEME, ,  DHEE contribution EEEHZ . R DAG TE/TIH/ R/ IN/ &AM,
PAK validation Btr. RE&. WX IXRFIEE ASL, EREBIRXABESE RS
ACCEPT, HRERTRHE. IHE. PR, HH., FNFE—ERG:
PoBvalid( , , , , )=
(17)
( 1 1 1 )'
Hh BRtEZEESK aState(BP)=FINAL_ACCEPTED, ZE3K claimKey 5 nullifier 7£

hIY4EEZRI BP IREXRFICR, EF—NRKR, NERBEBEINE. FIN, EERE,
REEEALEE, REMBMFRTERNRIER. WXHENBER, ERERANENERE
FHE—HRE, € HNEKRBREOAEXS, EEXBREEZR]:

= ("HZB/SETTLEMENTAVI", ( ), (C ), C ), (), () (),

{ ( (. C ). PoBvalid( , ., ,)=1

= ( (), RejectBound( , , , )=1; (18)
otherwise,
_ (ApplyOnce( , , ), * ()
Settle( )= {Hold( ), otherwise.

A& RejectBound ZINRAELEFIRK BP., BiRES. BRESAENSHE. UKBUR
ZENSZ B RIRA, Release 5 Refund FEE—EH; branch. KA. &, 5.
chainNonce. feePolicyHash. callHash fEARERERTE, BREABARSUIRS X, 1E
nonce. BENERE. $& nonce SXFUMER—HTUESFPRE,;, FMACERERRITHEA
UNKNOWN, RAFEER2ERNRIARS, REEE. settlement receipt 5 final
outbox EEHET, E'EBM + BB + RiFE = RAENS RIERE, pEEL Rk
ERAMINREIIMN; ARBEATIZ HZB BEA1THR,
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4 AREHERY

4.1 5 ERNSEIER

HZB SAZRIEE e TR ERE, #LEBYEESNMERR";, HVM EX—RARA LR
UNREBE. BRAXALEFIAER8NETRN, AQEKER intentHash, £S5 E%R
planHash, IER&ES YR evidenceRoot, REERELRY decisionHash, MRS 4R
txHash FIRLXIR5|IH., AEBELRFARLRR, EENSEZIZRIIKERSE, PoB BIERF
BEREN—ARMIRSES artifactRoot SIIERIR, (EAIHEETHEEELIENH BRI
BRI, REEMMRERR TR EENIAELT,

HZB Network / HIVM Five-Layer Architecture

Intelligence formed off/chain - Trust and value closure established on-chain

8 L5 Application & Ecosystem
HHA -Open Apps -Venture Cells - API/SDK- Contract Tools - Agents

8 L4 Interlligent Orchestration
Web3 LLM-RAG-Model Router- Task Compiler- Workflow - Budget

L3 Data & Evidence

Chain Index - Protocol Docs- Code- Policy - Provenance - Versioned Snapshots

@ L2 HIVM Trusted Runtime
Policy Gate -Sandbox - Verification Router- Chain Adapter-Receipt Engine

L1 Web3 Trust & Value

Identity -Registry - Proof of Build - Escrow Settlement - Reputation- Governance

B 1 HIVM RRGEZEH
X2 HERE. HAHNESZEILER

Bix FERE XigtE BAEfREELE
Al Hub. API/SDK, & TE. | MEBHEBE. £k, Task | AOBEBEXS LT PoB
L5 MAS4SAN
Agent, HHA S4MBERS Package M
Web3 LLM, RAG. E&S%HiE. & \ " _
L4 EaetmiE N RETTHRI . EBETH BRI KNS HEHFER
B/ TEERBASTME
HIRFRIRE. MRAR. B3, WIESIE | IER@SI B, WRIRSE. Merkl
L3 MR SIER maidal T mrzersRTRT
=E iR
WBEIT]. RS, DR, WIE. b
LHVM RS | S o RERE, SR, EHEN | GIERAEENH KK

16
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Xighh

B 13 . Registry . Credential .
L1 Web3 {EF51{& | Escrow. Settlement, Reputation

5 Governance

AIE. X%, PoBIRE. & | B HIVM 5 PoB BEREEHIR
5858 S5k

4.2 MAAQSEeERHEE

[N EXIMI S /chat, /chain-data. /contracts, /agents. /evidence. /build-tasks 5
/proofs FixOiH, BIIREENBLRMIE URL 9%: /chain-data BRIARIE, /contracts 4R
NS MELTUEAIZI, /agents/{id}/run R1§4%1d Policy Engine, /build-tasks NEEE G
RN ARG, /proofs REERSEHMEESMEREIVIEE. SHUASKEMIL,
DID S5oliGiEEIE, ESRFEEE. BIIEH. XEN. SEAMNESEREENEARBIX
[21-23],

wHEEE A Task Compiler. Model Router #1 Tool Runtime, Task Compiler JEFRIFHELZ X
EFRSFHIEAE/ /T R, Model Router #2861, FIA. FRAAFITTEIMIERIER!
Tool Runtime 7EfERFRENF N ERBERIR, ZENAEIFEERERN, MCP 5 A2A TlfE
HEENREM Agent BIR{EEHCER[34-35], BN EBARBMEIIFNHERE.

4.3 SRR S TEE1T

HIREEASHARERHERR. Fo]. MRiTE, XRESE. RSHE. R5IFKIERKR
A, R RESIREBAIERE, Verification Router I#FE AR HIRIDIERS: $ERSEXK
JRIZ RPC £[E— blockHash £—%(; EAXRKASFHILHE. ABl. BSHMNEHE,; M
EXNELZMIIY, BRGEEARYERFATNE, RYIEEVHARE, RERE
EZ2 36

o]{5i&17EH Policy Engine. ZZH1T1EIAF] Receipt Engine 195k, RE&%HIH
PERMIT/DENY/ESCALATE. [RES. [R&L. EHH#HtAZL. BHIFREEMRAS; RE PERMIT o]
HAHIT, ESCALATE MREE AFRHEN , 15170 RIEMSBHFLALLER — IR ;
Receipt Engine #B/LAE. X, EE. RE§. ELS5HLER, ZEAHITEERR, B
RIERRALMMERNEMERH BRIUERTER MG

17
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HIVM Runtime Control Loop

Natural-language Intent is never executed directly

= = %a8

Request Task Policy Model Tool Verfication
Envelope Complier Engine Router Runtime Router

State Store Chain Receipt Attestation
Context-Budget - Trace Adapter ~] Engine Anchor

CORE INVARIANT

No external side effect without policy approval, simulation evidence and scoped authorization

E 2 HIVM Ef7iHEHAT
4.4 Web3 fMEES tAMKBR

MEEBEIEELPE. Layer2, EXEHE. #®E. KFMR. MSHFMELA . Chain Adapter 4
— RPC. #&H. nonce. XKHHG. WIANREMNZAUER, ERRE BRENZRS . t1T
MR REREMIERFIRIARSS . Task Compiler 7244, Model Router REIREBF=XE,
Tool Runtime R"##X, Policy Engine A RISIEHE, Verification Router AMCEFHFEAN,
Chain Adapter REXZERLEIER, Receipt Engine NBkMEEMMLY, XEEMEEHRERST
&, ZEBRIEIE,

18
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5170, 8. WMIFE. KEHSER

5.1 \&iESEhiERT

HIVM EEX/\2% EE#5<: READ iEEXESE; ANALYZE 2% F0#I1E; GENERATE Fr&45#1k
f&3%&; SIMULATE EEE L FXFURER; VALIDATE ER. IHENAEE,;
AUTHORIZE 4BESRBE SR, EXECUTE 12X9MBIRASKES; ATTEST £REIH. BII2
ESPEFRR, FREEBEER, BAEREBRRSBEFTHRE.

*3 5<%, BFASRENR

SRABIER B
READ % HREBL 8. WXL EPEE
ANALYZE % R/ HERA . WASIR
GENERATE % FiE RS Schema. FAH. it EEXAELHT
SIMULATE FHEIRR RAES. RS Bl chainld, RESHABHEE
VALIDATE % TREMES AR, Byt S
AUTHORIZE FEERPRIRS #BTE callHash BI#tIE REB&. (K. [RER. BYER
EXECUTE 5 SHBEITR REBM. BE. BEH. SLEIN
ATTEST A& AN B SWATEER f:‘ﬁmg‘" S8, RIRE, RLEERE

X EXECUTE(anchor)

BRESETHMASIA. WHEX. K. WM&, 8. JAREE. NENEERE,
GENERATE BB HXARSHA EXECUTE 2%, SfERkEialt, BEGEMUMGE,
AUTHORIZE EIfE chainld. to. value. calldataHash. deadline SFHBHEE, TAFERZK
ERESRET R FIHFTIZAN

5.2 I\HIRE 5 MERE

INENE&12 9 READ — ANALYZE — GENERATE — SIMULATE — VALIDATE, RFHITIRE.
SRR RIIEERA, ERBFIINEPRKERIN, MEEES AUTHORIZE - EXECUTE —

ATTEST, HtpR B Permit BAIERESEBINETT#H A EXECUTE; ATTEST BERAR
HEHSERIESEE, AR LHE, DABENIRIZE EXECUTE(anchor) shEFEHRTII KBS

19



HZB NETWORK / HIVM TECHNICAL PAPER - 2026

[T, B BERTEINPRIER XS : 98 LRIE eth_call BIAIERZ, @IEERSKLHIER
WEMEREZR,

Risk-Adaptive Dual-Path Execution

Execution placement follows task complexity, sensitivity, value-at-risk and verifiability

On-chain Trust Path
Y Re i A
( ) gistry - Policy - Anchor

— HIVM Receipt
|

Evidence Commitment

| % Compiled Task
+ Risk Vector

) 8 Off-chain Compute Path
C LLM - RAG - T Sandbox

L0 Source Check L1 Rule Replay L2 Independent Run L3 Human / TEE / ZK

Higher value-at-risk -+ stronger evidence, higher latency and higher cost

3 HIVM AR E S M EEE
MEBREERIE—FIICE. NERBENRIZMESTUEIANMBEERBLLON,; &=, A
BN BERANELHAMNERRZ . RBEEARRARE, MEUFUER; WIEPRAEE
HIEEAERES BRie”, NAINFTIEHE. FAERATISEREXA.

5.3 SEHIREIREH

TRRSISHIBSEIERSF: CREATED - COMPILED — COGNITIVE_RUNNING, FEIE
FR{ES T EEZR L ATTESTED, 4MBRIERE Policy Gate BEIXIE[E ALLOW, tJEIZEMMEA
AUTHORIZED; R# ESCALATE # A WAITING_AUTH, E#tEEEZ AUTHORIZED, RE/E
#—423¢ EFFECT_EXECUTING — SUBMITTED — CONFIRMED — ATTESTED, RiZSUAZI
BITEREEHARRS, FIREHEIZEA FAILED; EEIBHBEN#HA COMPENSATING,

20
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HIVM Task State Machlne

ognitiv S S€ ed fro ithorized e al effects

COGNITIVE | WAITING | AUTHORIZED

CREATED COMPILED RUNNING ‘ AUTH ‘
’ EFFECT
ATTESTED CONFIRMED ‘ SUBMITTED EXECUTING
REJECTED SUSPENDED COMPENSATING

Every transition emits a trace event; terminal states cannot be silently overwritten

4 HIVM ESIREM
AAXRAZL—RAE., EIFHMREZ—XNNAEGEX, SEELESTEELSNFEAN
R. WITIEERE, RITRLMESIRA. 8L, MEMEEENRESFE, HE5RITENTE
BEFRE, HETEREERIINPRE, FMERIRII—ILIERARS &, H17 READ 5L ID
MSEHER, B R SERIRFEE evidenceRoot,

5.4 XM, tMZEREM

BITIX MUK BRITMEDRIFIRIM oIS EURE ER,; RNHEIR. REELENEZTH
SREMERY; TEBERARINRABEHNEFAHERR, Bk sender, nonce IR ZHE
i, BERECE LRI EREY, FEAMEFATLLE., IMERRERXKIRE,
BEIRZ355% SIMULATE — VALIDATE = AUTHORIZE — EXECUTE B9t R@ENE, &8
LZRIMREVRIEN R REE. ERITEHIRDMER.

CONFIRMED TE3XZI N F & X BB LM RT o] AR ERIRZR . Chain Adapter MIZR#SEHE, XRS5

FARBIRHIERIA . EMRIEFREEASMH ., SFRBESRBETFKBINRES ML

RAMESE, 20/ 4% ATTESTED/SUCCESS, EIt“RPCIREIRZIGHE"“RRZHA X"
RN SREM ZREDREEMH,
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5.5 SRWIES = EEH

x4 WERXRAREHTILESLS

BiR AREIR KRN N ]

SoEEME FUREEAE—H 157, Merkle B2 RNBEZ

RiR B RTRE FZ. VC. HUEKRIRIER BERERBHIR

iR BNEEEAFRIET RATS/TEE/EAT[17-18,20] BFIEXIES. TNEE
FHAT HEHMUXRREHE MMNEE. zk/zkML[19] R EIRSE

HREX LR ENTRE— TR3Z RPC, TURIEE, AT —HEE

V=218 TR EIERIHEZRENE ATERE. 258, Hil IREMIRRFH SR

RS =F: SERERICRAEFESHEAMBBE. RAMEN, ESLQRARSNSIRE.
REG. BN, WIENPTER, #ELRICRESERREREE LRSS XR, ATTEST
KUAECHWINRZHEK, FRBNER “ATEHRIA. IERHFTA IR, #LEHR
IEBRIE EMEREE, ONPIELNEHFKEIEHES IR AR,

5.6 M HIVM Execution Receipt E| Proof of Build

HIVM Execution Receipt 5 PoB Build Record A Ei#%t, BIZFICR—IXZEHITHHEA. IR
AR, KB, B SHS5IHEREMY, FEECRERES. B, mEEA. BIDRE. £
WIRSEEE LR, “&@T buildTaskld. hivmTaskld, receiptHash. evidenceRoot XEx,
EEFHITERAEENELRTEE. NENILINHEE,

PoB UL SEEREDE . BP & DRAFT = VALIDATING -
ACCEPTED_PENDING_APPEAL/REJECTED_PENDING_APPEAL < DISPUTED —
FINAL_ACCEPTED/FINAL_REJECTED; %37 Settlement Record B UNSETTLED #A
FINAL_RELEASED 3§, FINAL_REFUNDED, 4&54E BP &) FINAL_ACCEPTED X5 H
SETTLED, — Build Task TI4RiZME HIVM {£53, MU, Bk, EES54EET PoB
M AWY, A2 HIVM RZEIES, PoB A& Proof of Work, B ARE HZB EEHIRNE; ©
IEBBRYX B “IE ER M TEAL RIS S EF PRI T BRI,
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6 X13iZBi55 APl &M

6.1 EORAS5inEiniE A

AERBYNSEII/EOTE, ATILERETEEERE . 2HRTIIRESAR,; FANSES.
HSM/KMS, FH&IRE. ZiRkiR. BitRENTEEIREE,

x5 ENAPIHEHRARLIEX

API 15 BLEYR(E REIRIR SEHEIOR

/chat SIERE. HFTEE taskld, FBRE REZTNE, FREENTSRE
/chain-data EORM. B4, KR & blockHash B9 EvidenceRef BUARIZ, ZIRSIIRNERES
/contracts fEHT ABI. IS SHEIRR BEER. REED RIS R AT R AR
/agents RN, BIT/EEES genatm. RESMH ESHERIMIR. TTHIEH
/evidence ZEH. WIEESIER P ERBEINHES HFREE. RNKESHEDAS

AH POST /chat/tasks R Ell## CREATED 1£55; ZEFimM GET /agents/tasks/{taskld} MEIR
SHITABG, FFEIREABLIES /contracts/simulate 5 /evidence/verify, EXE
{ES37E /agents/tasks/{taskld}/approvals #ZUHBE callHash B9#tIE, BEEZA CliEKRNIT. FI

BERKETEFihmsil, RSIHREREESITR, MAREEBNGEPEIEE-MES.
traceld TJ#% OpenTelemetry 5 W3C Trace Context B5FRSS{E1&[24-25], {BIBIFIRRAZR

PR, BAGESERRE,

6.2 {55, EE. HESEHREIRSHA

REBER 1 ESSEPULOEIESEE (TypeScript 2E L)

/! BEO: 7L, iR R R,
type Hash = "0x${string} ;

type Op = "READ" | "ANALYZE" | "GENERATE" | "SIMULATE" |
"VALIDATE" | "AUTHORIZE" | "EXECUTE" | "ATTEST";
type ReceiptKind = "execution" | "contribution" | "validation" |
"dispute" | "settlement" | "anchor";

type TaskState = "CREATED" | "COMPILED" | "COGNITIVE_RUNNING" |
"WAITING_AUTH" | "AUTHORIZED" | "EFFECT_EXECUTING" |
"SUBMITTED" | "CONFIRMED" |
"COMPENSATING" | "FAILED" | "ATTESTED";

interface Budget { moneyMicros: bigint; gas: bigint; modelCalls: number; }
interface Capability {
capabilityId: Hash; version: number; revocationVersion: number;
issuer: string; subject: string; object: string; operations: Op[];
scope: Record<string, unknown>; limits: Record<string, bigint>;
notBefore: number; expiresAt: number; nonce: string; signature: string;
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¥

interface Instruction {
id: string; op: Op; dependsOn: string[]; inputRefs: Hash[];
capabilityRef: Hash; capabilityVersion: number;
capabilityRevocationVersion: number; capabilityHash: Hash; actionHash: Hash;
outputSchema: string; risk: "read" | "low" | "high";
timeoutMs: number; maxAttempts: number; idempotencyKey: Hash;

¥

interface Task {
taskId: string; principal: string; version: number; versionHash: Hash;
intentHash: Hash; planHash: Hash; verificationConfigHash: Hash;
finalityPolicyHash: Hash;
verificationResultHash?: Hash; stateVersion: number;
activeActionHash?: Hash; activeDecisionHash?: Hash;
authorizationHash?: Hash;
instructions: readonly Instruction[]; capabilities: readonly Capability[];
budget: Budget; deadline: number; state: TaskState;

¥

interface EvidenceRef {
digest: Hash; source: string; observedAt: number; verifier: string;
chainId?: number; blockHash?: Hash; disclosure: "public" | "audit" | "restricted";

¥

interface ReceiptHeader<K extends ReceiptKind> {
kind: K; schemaVersion: string; networkDomain: string; subjectHash: Hash;
parentRoots: readonly Hash[]; observedAt: number; nonce: string;
signerPolicyHash: Hash;

¥

interface ExecutionPayload {
taskHash: Hash; intentHash: Hash; planHash: Hash;
inputRoot: Hash; outputHash: Hash; capabilityHash: Hash;
decisionHash: Hash; evidenceRoot: Hash; stateRoot: Hash;
buildContextHash?: Hash; status: "SUCCESS" | "FAILED" | "PARTIAL";
cost: Budget;
chainRef?: { chainId: number; txHash: Hash;

finalityRef: string; actionHash: Hash };

¥

interface ContributionPayload {
sourceApp: string; buildTaskId: string; buildTaskVersion: number;
milestoneld: string; claimSlotId: string; builderId: string;
artifactRoot: Hash; evidenceRoot: Hash; parentClosureRoot: Hash;
rightsClaimHash: Hash; claimNullifier: Hash;

¥

interface ValidationPayload {
pobContextHash: Hash; contributionReceiptRoot: Hash;
verificationPolicyHash: Hash; validationRoundId: string;
claimSetRoot: Hash; reportSetRoot: Hash; verifierSetHash: Hash;
verdict: "ACCEPT" | "REJECT"; appealDeadline: number;

¥

interface DisputePayload {
pobContextHash: Hash; targetReceiptRoot: Hash;
reasonRoot: Hash; resolutionRoot?: Hash;
authorizesRevalidation: boolean;
state: "OPEN" | "UPHELD" | "OVERTURNED";

¥

interface SettlementPayload {
buildProofRoot: Hash; validationReceiptRoot: Hash;
obligationId: string; obligationVersion: number; settlementKey: Hash;
branch: "RELEASE" | "REFUND"; recipient: string;
asset: string; amount: bigint; callHash: Hash;
executionReceiptRoot: Hash; finalityRef: string;

¥

interface AnchorPayload {
anchoredReceiptRoot: Hash; chainId: number; txHash: Hash; finalityRef: string;

}
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type ReceiptPayloadMap = {
execution: ExecutionPayload; contribution: ContributionPayload;
validation: ValidationPayload; dispute: DisputePayload;
settlement: SettlementPayload; anchor: AnchorPayload;
i
interface ReceiptSignature {
subject: string; role: string; keyId: string;
algorithm: string; signedAt: number; value: string;
¥
type UnsignedReceipt<K extends ReceiptKind> = {
header: ReceiptHeader<K>; payload: ReceiptPayloadMap[K];
8
type ReceiptEnvelope = {
[K in ReceiptKind]: UnsignedReceipt<K> & {
receiptRoot: Hash; signatures: readonly ReceiptSignaturel[];
i
}[ReceiptKind];

function computeReceiptRoot<K extends ReceiptKind>(r: UnsignedReceipt<K>): Hash {
strictVariantCheck(r.header.kind, r.header.schemaVersion, r.payload);
requireCanonicalParentSet(r.header.parentRoots);
const leaves = canonicalTypedLeaves(r)
.sort((a, b) => compareUtf8(a.path, b.path));
return merkleRoot(leaves.map(({ path, value }) => sha256(canonicalEncode([
"HZB/REC/LEAF/v1", r.header.schemaVersion, r.header.kind,
utf8(path), value
1))
¥

function receiptSigningMessage(r: ReceiptEnvelope,
signer: ReceiptSignature): Hash {
return sha256(canonicalEncode ([
"HZB/REC/SIG/v1", r.header.schemaVersion, r.header.networkDomain,
r.header.kind, signer.subject, signer.role, signer.keyId,
signer.algorithm, signer.signedAt, r.receiptRoot

1)
}

XEFEREAARRBREEA: BHESER, BINRSEREN, REECESRE, Chain
Adapter ERZ/REM, PoB thNEEIRHM; REANSEREXARNERMRATIIE, B
g2 FEikE kind/schemaVersion IEZEE—FHETIRI, BEEIE Merkle 1R; RIUEEKE
signerPolicyHash 5 EFMRZIGEBNEE, FERAABNEBHARSUERERE,

6.3 Task Compiler

Task Compiler XL TFfimiFsR. CRXDBPBRFREBHFR, BRENEBRE
FHESS DAG; A, &, HE. &WIH. BRIEERESFXEFRRE, WEMREFITL.
AT REFERIMERAYITR, FiIFREMBAEN. WIE. BNSIEBRTR, FECZEXRFR

ERSHE,

{$13i558 2 Task Compiler (BE{H{{53)

function COMPILE(intent, principal, policySnapshot, capabilityCatalog):
n = normalize(intent)
require schemaValid(n) and authenticated(principal)
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if missingCriticalFields(n):
return clarificationPlan(n.missing, markInferredFields(n))

g = new DAG()

facts = g.add(READ, n.dataRequirements)
analysis = g.add(ANALYZE, refs(facts))
proposal = g.add(GENERATE, refs(analysis), strictSchema=n.outputSchema)

if n.mayChangeExternalState:

sim = g.add(SIMULATE, refs(proposal), fixedContext=n.chainContext)
val = g.add(VALIDATE, refs(facts, proposal, sim), claims=n.claims)
auth = g.add(AUTHORIZE, canonicalHash(proposal),

refs(val, policySnapshot))
exec = g.add(EXECUTE, refs(proposal, auth))

g.add(ATTEST, refs(exec, val, auth))

else:
val = g.add(VALIDATE, refs(facts, proposal), claims=n.claims)
g.add(ATTEST, refs(proposal, val))

acyclic(g)

everyExecuteDominatedByAuthorize(g)

require everyHighRiskInputHasFreshEvidence(g)

require worstCaseCost(g) <= n.budget

bindCapabilitiesAndIdempotency(g, principal, n.intentHash, capabilityCatalog)
return freeze(g), hash(canonicalEncode(g))

require
require

WERER—ZIENENRLE, ME. nonce. XRFNBBEDMETINAR, NERF
planHash F[E1Z] VALIDATE/AUTHORIZE; ABEFEIREE TEEERSE ., IO ERREILERA
WEIBEFTIR, BUILUEARLEREREMENERATHI, FIaEERKE T =
EXECUTE,

6.4 AT BFSHREH

RiBER 3 SFRSEBLESFFNT (Python SE5L)

# RL7E: store FFEHEE. L) IRICRIISENF A,
ALLOWED = {

"CREATED": {"COMPILED", "FAILED"},

"COMPILED": {"COGNITIVE_RUNNING", "FAILED"},

"COGNITIVE_RUNNING": {"WAITING_AUTH", "AUTHORIZED", "ATTESTED", "FAILED"},
"WAITING_AUTH": {"AUTHORIZED", "FAILED"},

"AUTHORIZED": {"EFFECT_EXECUTING", "FAILED"},

"EFFECT_EXECUTING": {"SUBMITTED", "COMPENSATING", "FAILED"},

"SUBMITTED": {"CONFIRMED", "COMPENSATING"},

"CONFIRMED": {"SUBMITTED", "ATTESTED", "COMPENSATING"},

"COMPENSATING": {"FAILED", "ATTESTED"},

¥
def guard_transition(snapshot, target, event, now):
pair = (snapshot.state, target)
if event.get("taskVersionHash") != snapshot.version_hash:
return False
if pair == ("CREATED", "COMPILED"):
return event.get("planHash") == snapshot.plan_hash and event.get("compilerSigOk")
is True
if pair == ("COMPILED", "COGNITIVE_RUNNING"):
return event.get("leaseOk") is True and event.get("budgetReserved") is True
if pair == ("COGNITIVE_RUNNING", "WAITING_AUTH"):
return event.get("decision", {}).get("effect") == "ESCALATE"

26



HZB NETWORK / HIVM TECHNICAL PAPER - 2026

if

if

if

if

if

if

if

if

if

pair in

return

pair ==
auth =
return

pair ==
return
pair ==
return

pair ==
return
pair ==
return
pair in

return
target
return

target
return

{("COGNITIVE_RUNNING", "AUTHORIZED"),
("WAITING_AUTH", "AUTHORIZED")}:
(event["decision"]["effect"] == "ALLOW"
and event["decision"]["validUntil"] > now
and verify_policy_decision(event["decision"],
snapshot.version_hash, event["actionHash"])
and event["decision"].get("approvalSetHash") is not None)
("AUTHORIZED", "EFFECT_EXECUTING"):
event["authorization"]
(verify_typed_authorization(auth, snapshot.principal, now)
and auth["actionHash"] == event["actionHash"]
and auth["planHash"] == snapshot.plan_hash
and auth["decisionHash"] == event["decision"]["decisionHash"]
and event["decision"]["effect"] == "ALLOW"
and event["decision"]["validUntil"] > now
and auth["capabilityHash"] == event["capabilityHash"]
and auth["capabilityVersion"] == event["capabilityVersion"]
and auth["revocationVersion"] == event["revocationVersion"]
and event["activeActionHash"] == event["actionHash"]
and event["activeDecisionHash"] ==
event["decision"]["decisionHash"]
and event["authorizationHash"] == hash_canonical(auth)
and auth["expiresAt"] > now)
("EFFECT_EXECUTING", "SUBMITTED"):
bool(event.get("effectKey") and event.get("submissionRef"))
("SUBMITTED", "CONFIRMED"):
(event.get("confirmation0Ok") is True
and event.get("finalityPolicyHash") == snapshot.finality_policy_hash)
("CONFIRMED", "SUBMITTED"): # Z(#id#REL S
event.get("reorgProof0k") is True and event.get("wasFinal") is False
("CONFIRMED", "ATTESTED"):
(event["finality"]1["ok"] is True
and verification_guard(snapshot, event["verification"], now))
{("COGNITIVE_RUNNING", "ATTESTED"),
("COMPENSATING", "ATTESTED")}:
(verification_guard(snapshot, event["verification"], now)
and (snapshot.state != "COMPENSATING"
or event.get("compensationFinalityOk") is True))
== "COMPENSATING":
(event.get("failureEvidence") is not None
and event.get("compensationAuthorizationOk") is True)
== "FAILED":
(event.get("failureEvidence") is not None
and (snapshot.state != "EFFECT_EXECUTING"
or event.get("provenNotSubmitted") is True))

return False

def verification_guard(snapshot, verification, now):
return (verify_verification_result(verification)

an
an
an
an

d verification["ok"] is True
d verification["configHash"] == snapshot.verification_config_hash
d verification["validUntil"] > now
d (snapshot.verification_result_hash is None or
snapshot.verification_result_hash ==
verification["verificationResultHash"]))

def transition(store, task_id, expected_state, expected_task_version_hash,

expected_state_version, target, event, now):

with store.serializable(task_id) as tx:

snapsh
if (sn

ot = tx.load_current()

apshot.state != expected_state or
snapshot.version_hash != expected_task_version_hash or
snapshot.state_version != expected_state_version):
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raise RuntimeError("state/version conflict")
if target not in ALLOWED.get(snapshot.state, set()):
raise ValueError(f"illegal transition: {snapshot.state} -> {target}")
if not guard_transition(snapshot, target, event, now):
raise PermissionError("transition guard rejected")
first_verification_hash = (
event["verification"]["verificationResultHash"]
if target == "ATTESTED" and
snapshot.verification_result_hash is None else None)
return tx.append_transition(target, event,
expected_state_version=expected_state_version,
set_verification_result_hash=first_verification_hash)

NONTERMINAL_EFFECT_STATES = {"RESERVED", "DISPATCHING", "SUBMITTED", "UNKNOWN"}

def canonical_action_projection(network_domain, action):
return {"domain": "HZB/ACTION/v1", "networkDomain": network_domain,

"chainId": action.chainId, "chainDomain": action.chainDomain,
"chainNonce": action.chainNonce, "feePolicyHash": action.feePolicyHash,
"sender": action.sender.lower(), "to": action.to.lower(),
"calldataHash": hash_canonical(action.calldata),
"valueWei": action.valueWei,
"assetDeltasRoot": hash_canonical(action.assetDeltas),
"deadline": action.deadline, "op": action.op,
"objectRef": action.objectRef,
"scopeHash": hash_canonical(action.scope),
"usageDeltaRoot": hash_canonical(action.usageDelta),
"authorizationNonce": action.nonce}

def run_instruction(ctx, task_id, ins, action, decision,
authorization, now, reserve_hook=None):
task = ctx.store.read_task(task_id)
ctx.schemas.validate_action(ins.op, action)
action_hash = hash_canonical(
canonical_action_projection(ctx.network_domain, action))
if action_hash != ins.actionHash:
raise PermissionError("authorized and dispatched action differ")
effect_key = hash_parts(ctx.network_domain, task.version_hash,
ins.id, action_hash, action.chainDomain)
if ins.idempotencyKey != effect_key:
raise PermissionError("idempotency key mismatch")
with ctx.store.atomic_effect(effect_key) as tx:
existing = tx.get_effect()
if existing and existing.state == "COMMITTED":
return existing.result
if existing and existing.state in NONTERMINAL_EFFECT_STATES:
return tx.defer_reconciliation(existing) # FA~FAi1&Gat dispatch
if existing:
raise RuntimeError("terminal effect requires a new task version")
if decision.validUntil <= now:
raise PermissionError("policy decision expired")
authorization_hash = hash_canonical(authorization)
tx.assert_task_state(task_id, task.version_hash, "EFFECT_EXECUTING")
tx.assert_effect_binding(task_id, task.version_hash,
action_hash, decision.decisionHash, authorization_hash)
tx.assert_permit_decision(
decision, task.version_hash, action_hash, now=now)
tx.assert_typed_authorization(authorization, task.principal,
action_hash, decision.decisionHash, now=now)
tx.consume_approval_nonces_once(
task.version_hash, decision.approvalBindings,
expected_hash=decision.approvalSetHash, now=now)
reservation = tx.reserve_capability(
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capability_id=ins.capabilityRef,
capability_version=ins.capabilityVersion,
capability_hash=ins.capabilityHash,
subject=task.principal, operation=action.op,
object_ref=action.objectRef, scope=action.scope,
usage_delta=action.usageDelta, nonce=action.nonce,
revocation_version=ins.capabilityRevocationVersion,

) # [F—FESHERES. SBE. 5. nonce. BUEHEINEE
chain_nonce_reservation = tx.reserve_chain_nonce_once(
chain_id=action.chainId, sender=action.sender,

chain_nonce=action.chainNonce, action_hash=action_hash)
if reserve_hook is not None:
reserve_hook(tx, reservation) # W/EVNE/ TEFSEEHAENTES(RE
tx.mark_dispatching(
reservation, chain_nonce_reservation, action_hash)
try:
result = ctx.dispatch(action, deadline_ms=ins.timeoutMs)
ctx.schemas.validate(ins.outputSchema, result)
return ctx.store.record_dispatch_result(reservation, result)
except ctx.DefinitePreDispatchError:
ctx.store.release_if_not_submitted(
reservation, chain_nonce_reservation)
raise
except Exception:
ctx.store.mark(reservation, "UNKNOWN™)

return ctx.reconcile_frozen_effect(effect_key) # FKEBHHEIIEER

stateVersion 54/ 8JZ taskVersionHash 23 FFi&1E; verificationConfigHash,
finalityPolicyHash 13 A versionHash, IAZSIRERERGS A verification_config_hash.
finality_policy_hash, BX5HEH4TESTERIEETFE— CAS E A verificationResultHash,
FEEBRIEZR—%ER., Policy Gate SHITERH =AML canonicalActionProjection, &
RAERENLITBPRIRERADFR, HARRSIHFALL activeActionHash,
activeDecisionHash. authorizationHash, MRFABEZEINER, effectkey =
H(networkDomain || taskVersionHash || instructionld || actionHash || chainDomain) EIBIFLZE
HIE/FH idempotencyKey, atomic_effect [RFRE effectkey. RitgENEZEFHE nonce,
HERESS. RE. #HE nonce. BENREN nonce; BB
RESERVED/DISPATCHING/SUBMITTED/UNKNOWN FIEARI K, AEE &N AIE

6.5 Policy Gate

REESIEMARHIEAEMARIER. s, IHESHE, MARTERTE, WHR=E

REI, REZREG. RESHRAFRERBE; HOKREE ALLOW MU IVEELEY Permit,

DENY/ESCALATE [E12, EIP-712 BB EZ B/ TEHRBEMATIZEN, EREREAE

BERURIP, I748E nonce. deadline. chainld # verifying contract[26]; &£k oli&
i ERC-1271 EBe&EAWIE[27], BEHRZEENE & EIP-155[28],
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{Xi3i58 4 TypeScript Policy Gate (£%&35i)

type Tri = "PASS" | "FAIL" | "MISSING";
type Approval = {
signer: string; baseDecisionHash: Hash; nonce: Hash;
expiresAt: number; signature: string;
P
type ApprovalBinding = {
signer: string; baseDecisionHash: Hash; nonce: Hash;
expiresAt: number; signature: string; digest: Hash;
8
type GateInput = {
networkDomain: string; taskVersionHash: Hash; planHash: Hash;
action: { actionHash: Hash; chainId: number; chainDomain: string;
chainNonce: bigint; feePolicyHash: Hash;
sender: string; to: string; calldataHash: Hash;
valueWei: bigint; assetDeltasRoot: Hash; deadline: number;
op: Op; objectRef: string; scopeHash: Hash;
usageDeltaRoot: Hash; authorizationNonce: string };
frozen: { capabilityBindingHash: Hash; policyConfigHash: Hash;
riskSnapshotHash: Hash; verificationConfigHash: Hash };
capability: { bindingHash: Hash; version: number; valid: boolean };
policy: { version: string; configHash: Hash };
risk: { snapshotHash: Hash; riskResultHash: Hash; modelVersion: string;
inherent: number; residual: number;
observedAt: number; validUntil: number };
verification: { configHash: Hash; riskSnapshotHash: Hash;
verificationResultHash: Hash;
reportSetHash: Hash; claims: Tri; simulation: Tri;
observedAt: number; validUntil: number };
approvals: readonly Approvall];
P
type GateDecision = {
effect: "ALLOW" | "DENY" | "ESCALATE"; reasons: readonly string[];
policyVersion: string; policyConfigHash: Hash;
baseDecisionHash: Hash; approvalSetHash: Hash;
approvalBindings: readonly ApprovalBinding[];
decisionHash: Hash; validUntil: number;
b5

function canonicalActionProjection(networkDomain: string,
a: GateInput["action"]) {

return { domain: "HZB/ACTION/v1", networkDomain,
chainId: a.chainId, chainDomain: a.chainDomain,
chainNonce: a.chainNonce, feePolicyHash: a.feePolicyHash,
sender: a.sender.toLowerCase(), to: a.to.toLowerCase(),
calldataHash: a.calldataHash, valueWei: a.valueWei,
assetDeltasRoot: a.assetDeltasRoot, deadline: a.deadline,
op: a.op, objectRef: a.objectRef, scopeHash: a.scopeHash,
usageDeltaRoot: a.usageDeltaRoot,
authorizationNonce: a.authorizationNonce };

}

function compareUtf8Bytes(a: string, b: string): number {
const A = new TextEncoder().encode(a.normalize("NFC"));
const B = new TextEncoder().encode(b.normalize("NFC"));
for (let i = 0; i < Math.min(A.length, B.length); i++)
if (A[i] !'== B[il]) return A[i] - B[il;
return A.length - B.length;
¥

function policyGate(x: GateInput, now: number): GateDecision {
const deny: string[] = [], incomplete: string[] = [];
const computedActionHash = sha256(canonicalJson(
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canonicalActionProjection(x.networkDomain, x.action))) as Hash;
const computedRiskResultHash = sha256(canonicalJson({
domain: "HZB_HIVM_RISK_RESULT_V1", snapshotHash: x.risk.snapshotHash,
modelVersion: x.risk.modelVersion, inherent: x.risk.inherent,
residual: x.risk.residual, observedAt: x.risk.observedAt,
validUntil: x.risk.validUntil
})) as Hash;
const computedVerificationResultHash = sha256(canonicalJson({
domain: "HZB_HIVM_VERIFY_RESULT_V1",
configHash: x.verification.configHash,
riskSnapshotHash: x.verification.riskSnapshotHash,
reportSetHash: x.verification.reportSetHash,
claims: x.verification.claims, simulation: x.verification.simulation,
observedAt: x.verification.observedAt,
validUntil: x.verification.validUntil
})) as Hash;
if (computedActionHash !== x.action.actionHash)
deny.push("ACTION_HASH_MISMATCH");
if (computedRiskResultHash !== x.risk.riskResultHash)
deny.push("RISK_RESULT_HASH_MISMATCH");
if (computedVerificationResultHash !==
x.verification.verificationResultHash)
deny.push("VERIFICATION_RESULT_HASH_MISMATCH");
if ('ALLOWLISTED_CHAINS.has(x.action.chainId)) deny.push("CHAIN_DENIED");
if (!ALLOWLISTED_CONTRACTS.has(x.action.to.toLowerCase())) deny.push("TARGET_DENIED");
if (x.action.deadline <= now) deny.push("ACTION_EXPIRED");
if (x.action.valueWei > DAILY_LIMIT_WEI) deny.push("LIMIT_EXCEEDED");
if (!x.capability.valid || x.capability.bindingHash !==
Xx.frozen.capabilityBindingHash) deny.push("CAPABILITY_BINDING_FAILED");
if (x.policy.configHash !== x.frozen.policyConfigHash)
deny.push("POLICY_BINDING_FAILED");
if (x.risk.snapshotHash !== x.frozen.riskSnapshotHash)
deny.push("RISK_BINDING_FAILED");
if (x.verification.configHash !== x.frozen.verificationConfigHash)
deny.push("VERIFICATION_BINDING_FAILED");
if (x.verification.riskSnapshotHash !== x.risk.snapshotHash)
deny.push("VERIFICATION_RISK_BINDING_FAILED");
if (x.verification.claims === "FAIL" ||
x.verification.simulation === "FAIL") deny.push("HARD_CONDITION_FAILED");
if (x.verification.claims === "MISSING" ||
x.verification.simulation === "MISSING")
incomplete.push("VERIFICATION_MISSING");
if (x.risk.validUntil <= now) incomplete.push("RISK_SNAPSHOT_STALE");
if (x.verification.validUntil <= now) incomplete.push("VERIFICATION_STALE");
if (x.risk.inherent < 0 || x.risk.inherent > 1 ||
X.risk.residual < 0 || x.risk.residual > 1)
deny.push("RISK_RESULT_INVALID");

const reviewRequired = policyRequiresReview(x) ||
Xx.risk.inherent > HARD_REVIEW_THRESHOLD ||
x.risk.residual > AUTO_EXECUTION_THRESHOLD;
const baseReasons = [...new Set([
...deny, ...incomplete, ...(reviewRequired ? ["REVIEW_REQUIRED"] : [1)
1)]1.sort(compareUtf8Bytes);
const baseEffect = deny.length ? "DENY"
(incomplete.length || reviewRequired) ? "ESCALATE" : "ALLOW";
const baseValidUntil = Math.min(
x.action.deadline, x.risk.validUntil, x.verification.validUntil);
const baseDecisionHash = sha256(canonicalJson({
domain: "HZB_HIVM_POLICY_BASE_V1", networkDomain: x.networkDomain,
taskVersionHash: x.taskVersionHash, planHash: x.planHash,
actionHash: computedActionHash,
capabilityBindingHash: x.capability.bindingHash,
capabilityVersion: x.capability.version,
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}

policyVersion: x.policy.version, policyConfigHash: x.policy.configHash,
riskSnapshotHash: x.risk.snapshotHash,
riskResultHash: computedRiskResultHash,
verificationConfigHash: x.verification.configHash,
verificationResultHash: computedVerificationResultHash,
reportSetHash: x.verification.reportSetHash,
baseEffect, baseReasons, validUntil: baseValidUntil
})) as Hash;

const bySigner = new Map<string, Approval & { digest: Hash }>();
if (!deny.length && !incomplete.length && reviewRequired) {
for (const a of x.approvals) {
if (a.baseDecisionHash !== baseDecisionHash || a.expiresAt <= now) continue;
const recovered = normalizePrincipal(recoverTypedApprovalSigner ({
networkDomain: x.networkDomain, baseDecisionHash,
nonce: a.nonce, expiresAt: a.expiresAt
}, a.signature));
if (recovered !== normalizePrincipal(a.signer) ||
' APPROVER_SET.has(recovered) ||
lapprovalNonceUnused(x.taskVersionHash, recovered, a.nonce)) continue;
const digest = sha256(canonicalJson({
signer: recovered, baseDecisionHash,
nonce: a.nonce, expiresAt: a.expiresAt,
signatureHash: sha256(a.signature)

})) as Hash;
const old = bySigner.get(recovered);
if ('old || a.expiresAt > old.expiresAt ||
(a.expiresAt === old.expiresAt && digest < old.digest))
bySigner.set(recovered, { ...a, signer: recovered, digest });

¥
¥
const approvals = [...bySigner.values()]
.sort((a, b) => compareUtf8Bytes(a.signer, b.signer));
const approvalBindings: ApprovalBinding[] = approvals.map(a => ({
signer: a.signer, baseDecisionHash, nonce: a.nonce,
expiresAt: a.expiresAt, signature: a.signature, digest: a.digest

)
const approvalSetHash = sha256(canonicalJson(approvalBindings)) as Hash;
const authOK = !reviewRequired ||

quorumSatisfied(approvals.map(a => a.signer), x.action);
const effect: GateDecision["effect"] = deny.length ? "DENY"

(incomplete.length || (reviewRequired && 'authOK)) ? "ESCALATE" : "ALLOW";
const reasons = [...new Set(effect === "DENY" ? deny :
effect === "ESCALATE" ? [...incomplete,

...(reviewRequired && !'authOK ? ["APPROVAL_QUORUM_MISSING"] : [D)] : [D]

.sort(compareUtf8Bytes);

const validUntil = reviewRequired && authOK
? Math.min(baseValidUntil, ...approvals.map(a => a.expiresAt))
: baseValidUntitl;

const decisionHash = sha256(canonicalJson({
domain: "HZB_HIVM_POLICY_DECISION_V1", baseDecisionHash,
approvalSetHash, effect, reasons, validUntil

})) as Hash;

return { effect, reasons, policyVersion: x.policy.version,
policyConfigHash: x.policy.configHash, baseDecisionHash,
approvalSetHash, approvalBindings, decisionHash, validUntil };

RN AT EENREMEMUFRBES &S, HFNRBEEHRHTER, FFEBISN
BHilt, WHEBSERESHMEESH baseDecisionHash, Policy Gate HiESE ZIERRIIE
approvalBindings AARLIRTE; BIIEFIEHIZRESR approvalSetHash, E#Z&EEZ5WEIR
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FIEBEHED nonce, Gate Y verificationResultHash 2 Verification Aggregator X4
Router 53R, BHER. BE. REEESRENEANCAHBE, DIRAEBPNE—FEK
58, TEHEARABTESEN, BESHREHEANN, URSEREEY, IHERE.
RERZERIEAA TARHALE,

6.6 Verification Router

Verification Router fciRE AL RNIAIRIOIEES, BIHHIRSEHEE. NE. HEIKMFANESRE,
MX—EARELEE,; SXRFIATTEXKRE— blockHash, Z/D>—1MNEZLEA P AL E
BRI, FRAEENIERE, £RMIE NO_VERIFIER, MAREIAET,

{41358 5 Python Verification Router (£&L)

from dataclasses import dataclass, asdict

@dataclass(frozen=True)
class Claim:
kind: str
digest: str
context_hash: str
not_before: int

@dataclass(frozen=True)
class RegistryEntry:
verifier_id: str
public_key: str
allowed_kinds: tuplel[str, ...]
fault_domain: str
weight: float
valid_from: int
valid_until: int
revoked_at: int | None = None

@dataclass(frozen=True)
class RegistrySnapshot:
version: str

root: str
valid_until: int
entries: tuple[RegistryEntry, ...]

governance_signature: str

@dataclass(frozen=True)

class VerificationConfig:
config_hash: str
registry_root: str
claim_kind: str
context_hash: str
risk_snapshot_hash: str
allowed_verifiers: tuple[str, ...]
score_threshold: float
min_reports: int
min_weight: float
required_independence: int
required_hard_conditions: tuple[str, ...]
max_age_seconds: int
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max_clock_skew_seconds: int
valid_until: int
policy_key_id: str
policy_signature: str

class VerificationRouter:
def __init__(self, registry, config, clients,
registry_trust_key, config_trust_key):
entries = [asdict(e) for e in sorted(
registry.entries, key=lambda x: x.verifier_id)]
if len({e.verifier_id for e in registry.entries}) !'= len(registry.entries):
raise ValueError("REGISTRY_ID_DUPLICATE")
if any(e.weight <= 0 for e in registry.entries):
raise ValueError("REGISTRY_WEIGHT_INVALID")
if hash_canonical(entries) != registry.root:
raise ValueError("REGISTRY_ROOT_MISMATCH")
signed_registry = hash_canonical({
"version": registry.version, "root": registry.root,
"validUntil": registry.valid_until
)
if not verify_signature(registry_trust_key, signed_registry,
registry.governance_signature):
raise ValueError("REGISTRY_SIGNATURE_INVALID")
config_body = asdict(config)
config_signature = config_body.pop("policy_signature")
config_body.pop("config_hash")
if hash_canonical(config_body) != config.config_hash:
raise ValueError("CONFIG_HASH_MISMATCH")
if not verify_signature(config_trust_key, config.config_hash,
config_signature):
raise ValueError("CONFIG_SIGNATURE_INVALID")
if config.registry_root != registry.root:
raise ValueError("CONFIG_REGISTRY_MISMATCH")
safe_bounds = (0 <= config.score_threshold <= 1 and
config.min_reports >= 1 and config.min_weight > 0 and
config.required_independence >= 1 and
config.max_age_seconds > 0 and
config.max_clock_skew_seconds >= 0)
if not safe_bounds:
raise ValueError("CONFIG_SAFETY_BOUNDS_INVALID")
self.registry, self.config, self.clients = registry, config, clients
self.entries = {e.verifier_id: e for e in registry.entries}

def _result(self, ok, reason, reports, now, **metrics):
report_hashes = sorted(r[2] for r in reports)
report_set_hash = domain_merkle_root(
"HZB/VERIFY/REPORTS/v1", report_hashes)
expiry_candidates = [self.config.valid_untitl,
self.registry.valid_until]
for reg, report, _ in reports:
expiry_candidates.extend([
reg.valid_until, report["expiresAt"],
report["observedAt"] + self.config.max_age_seconds])
if reg.revoked_at is not None:
expiry_candidates.append(reg.revoked_at)
valid_until = min(expiry_candidates)
body = {"ok": ok, "reason": reason, "configHash":
self.config.config_hash,
"riskSnapshotHash": self.config.risk_snapshot_hash,
"reportSetHash": report_set_hash,
"observedAt": now, "validUntil": valid_until, #**metrics}
return {**body, "reports": [r[1] for r in reports],
"verificationResultHash": hash_canonical(body)}
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def verify(self, claim: Claim, risk_snapshot_hash: str, now: int) -> dict:
cfg = self.config

if risk_snapshot_hash != cfg.risk_snapshot_hash:
return self._result(False, "RISK_SNAPSHOT_BINDING_MISMATCH", [], now)
if claim.kind != cfg.claim_kind or claim.context_hash != cfg.context_hash:

return self._result(False, "CLAIM_BINDING_MISMATCH", [1, now)
if now >= cfg.valid_until or now >= self.registry.valid_until:
return self._result(False, "CONFIG_OR_REGISTRY_STALE", [1, now)
selected = []
for verifier_id in sorted(set(cfg.allowed_verifiers)):
reg = self.entries.get(verifier_id)
active = reg and reg.valid_from <= now < reg.valid_until and (
reg.revoked_at is None or now < reg.revoked_at)
if active and claim.kind in reg.allowed_kinds and verifier_id in self.clients:
selected.append(reg)
if not selected:
return self._result(False, "NO_VERIFIER", [], now)

accepted = []
for reg in selected:
try:
report = self.clients[reg.verifier_id].verify(
claim, cfg.config_hash)
body = {name: report[name] for name in (

"verifierId", "claimDigest", "configHash", "contextHash",
"verdict", "observedAt", "expiresAt", "hardConditions", "nonce")}
bound = (body["verifierId"] == reg.verifier_id and

body["claimDigest"] == claim.digest and
body["configHash"] == cfg.config_hash and
body["contextHash"] == claim.context_hash and
body["verdict"] in ("PASS", "FAIL") and
verify_signature(reg.public_key, hash_canonical(body),
report["signature"]))
fresh = (claim.not_before <= body["observedAt"] <=
now + cfg.max_clock_skew_seconds and
now - body["observedAt"] <= cfg.max_age_seconds and
now < body["expiresAt"])
if not bound or not fresh:
continue
digest = hash_canonical({"body": body,
"signature": report["signature"l})
accepted.append((reg, report, digest))
except (KeyError, TypeError, ValueError):
continue
if not accepted:
return self._result(False, "NO_VALID_REPORT", [], now)

passed = [x for x in accepted if x[1]["verdict"] == "PASS"]
total_weight = sum(x[0].weight for x in accepted)
pass_weight = sum(x[0].weight for x in passed)
score = pass_weight / total_weight if total_weight else 0.0
domains = {x[0].fault_domain for x in passed}
hard_ok = all(
any(x[1]["hardConditions"].get(name) is True for x in passed)
and not any(x[1]["hardConditions"].get(name) is False
for x in accepted)
for name in cfg.required_hard_conditions
)
ok = (len(accepted) >= cfg.min_reports and
pass_weight >= cfg.min_weight and
score >= cfg.score_threshold and
len(domains) >= cfg.required_independence and hard_ok)
reason = "PASS" if ok else "THRESHOLD_OR_HARD_CONDITION_FAILED"
return self._result(ok, reason, accepted, now, score=score,
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passWeight=pass_weight, faultDomains=sorted(domains),
hardConditionsOk=hard_ok)

R MIER SR weight, faultDomain, 288, BiEMERSEEASVARENEEHE,
IREGBRE claim, context 5 config, FEEEE/RRIVLFHEFENSE, HRECE. TRIGIESS.
BRERE. WERE. WEHATHIERGPRIIEBKA, FSE reportSetHash 5
verificationResultHash # A Policy Gate. AT EMEH, FLLEHEFRRBIRERENIRS
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6.7 Receipt Anchor

L ERRTFEEKERESHE, AAHTERS. IHEXRMLE, THEIIA EIP-712
g, ES54E. EERENR s 0E, MRABRPIMNGEN,; LREEFTELHITE. Sl
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LT3i58 6 Solidity HITEINEE (SELM)

// SPDX-License-Identifier: MIT
pragma solidity 70.8.24;

/// @notice #EOFE; K&, FAUEERTELR SHELE.
contract HIVMReceiptAnchor {
bytes32 private constant DOMAIN_TYPEHASH = keccak256(
"EIP712Domain(string name,string version,uint256 chainId,address
verifyingContract)"
g
bytes32 private constant RECEIPT_TYPEHASH = keccak256(
"Receipt(bytes32 taskIdHash,bytes32 receiptHash,bytes32 evidenceRoot)"
s
uint256 private constant HALF_ORDER =
OX7FFFffffffffffffffffffffffffffff5d576e7357a4501ddfe92f46681h20a0;
address public immutable attestor;
bytes32 public immutable DOMAIN_SEPARATOR;
mapping(bytes32 => uint256) public anchoredAt;

event ReceiptAnchored(bytes32 indexed taskIdHash,
bytes32 indexed receiptHash, bytes32 evidenceRoot, uint256 timestamp);

constructor(address trustedAttestor) {
require(trustedAttestor != address(0), "zero attestor");
attestor = trustedAttestor;

DOMAIN_SEPARATOR = keccak256(abi.encode(DOMAIN_TYPEHASH,
keccak256("HIVMReceiptAnchor"), keccak256("1"),
block.chainid, address(this)));

}

function anchor(bytes32 taskIdHash, bytes32 receiptHash,

bytes32 evidenceRoot, bytes calldata sig) external {
require(anchoredAt[receiptHash] == 0, "already anchored");
bytes32 structHash = keccak256(abi.encode(

RECEIPT_TYPEHASH, taskIdHash, receiptHash, evidenceRoot));
bytes32 digest = keccak256(abi.encodePacked(

"\x19\x01", DOMAIN_SEPARATOR, structHash));
require(recover(digest, sig) == attestor, "invalid attestation");
anchoredAt[receiptHash] = block.timestamp;
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emit ReceiptAnchored(taskIdHash, receiptHash, evidenceRoot, block.timestamp);

}

function recover(bytes32 h, bytes calldata sig) internal pure returns (address) {
require(sig.length == 65, "bad signature length");
bytes32 r; bytes32 s; uint8 v;
assembly {
r := calldataload(sig.offset)
s := calldataload(add(sig.offset, 32))
v := byte(0, calldataload(add(sig.offset, 64)))

¥

if (v < 27) v += 27;

require((v == 27 || v == 28) && uint256(s) <= HALF_ORDER, "bad sig");
return ecrecover(h, v, r, s);

-
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6.8 Proof of Build B&5&E5&E3M
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1788,

RBER7 ERERRWSSER (8FMHKB)

VALIDATE_CONTRIBUTION_DAG(task, milestone, contribution):

require contribution.header.kind == "contribution"
require Intact(contribution)
require contribution.header.networkDomain == task.networkDomain

require canonicalUnique(contribution.header.parentRoots)

require immutableContributionBinding(task, milestone, contribution)

if contribution.header.parentRoots is empty:
require task.verificationPolicy.allowOfflineContribution
require contribution.payload.parentClosureRoot == EMPTY_CLOSURE_ROOT
return []

gray, black, closure = set(), set(), map()
DFS(root):
require root not in gray // BEER
if root in black: return
rec = loadReceiptByRoot(root)
require rec != null and rec.receiptRoot == root
require rec.header.kind == "execution" and Intact(rec)
require rec.header.networkDomain == contribution.header.networkDomain
require rec.payload.buildContextHash ==
H(task.networkDomain, task.hash,
milestone.id, milestone.claimSlotId)
require rec.payload.status == "SUCCESS"
if rec.payload.chainRef exists:
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require finalitySatisfied(rec.payload.chainRef,
task.settlementPolicy)
gray.add(root)
for parent in rec.header.parentRoots: DFS(parent)
gray.remove(root); black.add(root); closure[root] = rec

for root in contribution.header.parentRoots: DFS(root)

require size(closure) <= task.verificationPolicy.maxParentNodes

require depth(closure) <= task.verificationPolicy.maxParentDepth

closureRoot = domainSeparatedMerkleRoot(
"HZB/PoB/PARENT-CLOSURE/v1", sortBytes(keys(closure)))

require closureRoot == contribution.payload.parentClosureRoot

return closure

VALID_DISPUTE_CONTROL(payload):
if payload.state == "OPEN":
return (payload.authorizesRevalidation is false and
payload.resolutionRoot is absent)
return (payload.state in {"UPHELD", "OVERTURNED"} and
payload.authorizesRevalidation is true and
payload.resolutionRoot exists)

LOAD_PROTOCOL_ROUND(task, contribution):
contextHash = H(task.hash, contribution.receiptRoot,
contribution.payload.parentClosureRoot, claimKey(task, contribution))
initialId = H("HZB/PoB/round/v1", contextHash,
EMPTY_ROOT, EMPTY_ROOT)
round = createInitialRoundHeadIfAbsent(
contextHash, RoundPermit(initialld, EMPTY_ROOT, EMPTY_ROOT,
sealedByBPRoot=EMPTY_R0OOT))
require round.roundId == activeRoundHead(contextHash)

if round.roundId == initialld:
require round.previousValidationRoot == EMPTY_ROOT
require round.resolutionRoot == EMPTY_ROOT
else:
resolution = loadReceiptByRoot(round.resolutionRoot)
require resolution.header.kind == "dispute" and Intact(resolution)
require VALID_DISPUTE_CONTROL(resolution.payload)
require resolution.payload.pobContextHash == contextHash

require resolution.payload.state in {"UPHELD", "OVERTURNED"}
require resolution.payload.targetReceiptRoot ==
round.previousValidationRoot
require resolution.payload.authorizesRevalidation is true
require round.roundId == H("HZB/PoB/round/v1", contextHash,
round.previousValidationRoot, round.resolutionRoot)
return round

ADVANCE_PROTOCOL_ROUND(task, contribution, resolutionRoot):
contextHash = H(task.hash, contribution.receiptRoot,
contribution.payload.parentClosureRoot, claimKey(task, contribution))
resolution = loadReceiptByRoot(resolutionRoot)

require resolution.header.kind == "dispute" and Intact(resolution)
require VALID_DISPUTE_CONTROL(resolution.payload)
require resolution.payload.pobContextHash == contextHash

require resolution.payload.state in {"UPHELD", "OVERTURNED"}
require resolution.payload.authorizesRevalidation is true
bp = loadBuildProofByContext(contextHash)
with serializableTransaction:
currentBP = lockBuildProof(bp.id)
current = lockActiveRoundHead(contextHash)
require current.sealedByBPRoot == EMPTY_ROOT
previous = loadValidationByRound(contextHash, current.roundId)
currentDispute = lockDisputeHead(
currentBP.id, previous.receiptRoot)
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require currentDispute.receiptRoot == resolution.receiptRoot
require currentBP.state in {

"DISPUTED", PENDING_STATE(finalVerdict(previous, currentDispute))}
require resolution.payload.targetReceiptRoot == previous.receiptRoot
nextId = H("HZB/PoB/round/v1l", contextHash,

previous.receiptRoot, resolution.receiptRoot)
compareAndSwapRoundHead (contextHash, current.roundId,

RoundPermit(nextId, previous.receiptRoot, resolution.receiptRoot,

sealedByBPRoot=EMPTY_R00T))
return nextId

requireValidationBinding(rec, validationKey, contextHash,
contribution, task, roundPermit):
require rec.header.kind == "validation" and Intact(rec)
require rec.header.networkDomain == task.networkDomain
require rec.header.subjectHash == validationKey
require rec.payload.pobContextHash == contextHash
require rec.payload.contributionReceiptRoot == contribution.receiptRoot
require rec.payload.verificationPolicyHash == task.verificationPolicy.hash
require rec.payload.validationRoundId == roundPermit.roundId
require rec.payload.claimSetRoot ==
root(requiredClaims(task.verificationPolicy))

GET_VALIDATION_ONCE(task, contribution, closure, roundPermit):
contextHash = H(task.hash, contribution.receiptRoot,
contribution.payload.parentClosureRoot, claimKey(task, contribution))
require roundPermit.roundId == activeRoundHead(contextHash)
validationKey = H("HZB/PoB/validation/v1", contextHash,
task.verificationPolicy.hash, roundPermit.roundId)
existing = loadValidationByKey(validationKey)
if existing exists:
requireValidationBinding(existing, validationKey, contextHash,
contribution, task, roundPermit)
return existing
with keyedlLease(validationKey):
existing = loadValidationByKey(validationKey)
if existing exists:
requireValidationBinding(existing, validationKey, contextHash,
contribution, task, roundPermit)
return existing
reports = verifyRequiredClaims(contextHash, task.verificationPolicy)
require signedReports(reports)
require independentQuorum(reports, task.verificationPolicy)
require noConflictOfInterest(reports)
receipt = makeSignedValidationReceipt(
subjectHash=validationKey,
parentRoots=[contribution.receiptRoot],
pobContextHash=contextHash,
contributionReceiptRoot=contribution.receiptRoot,
verificationPolicyHash=task.verificationPolicy.hash,
validationRoundId=roundPermit.roundId,
claimSetRoot=root(requiredClaims(task.verificationPolicy)),
reportSetRoot=root(reports),
verifierSetHash=root(verifierSubjects(reports)),
verdict=deterministicVerdict(reports),
appealDeadline=task.appealDeadline)
require roundPermit.roundId == activeRoundHead(contextHash)
insertValidationUnique(validationKey, receipt)
return receipt

PENDING_STATE(verdict):

return ("ACCEPTED_PENDING_APPEAL" if verdict == "ACCEPT"
else "REJECTED_PENDING_APPEAL")
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APPLY_DISPUTE_RECEIPT_ONCE(bpId, disputeReceipt, now):
require disputeReceipt.header.kind == "dispute" and Intact(disputeReceipt)
require VALID_DISPUTE_CONTROL(disputeReceipt.payload)
with serializableTransaction:
currentBP = lockBuildProof(bpId)
currentHead = lockDisputeHead(
bpId, disputeReceipt.payload.targetReceiptRoot)
require disputeReceipt.payload.pobContextHash == currentBP.pobContextHash
require disputeReceipt.payload.targetReceiptRoot ==
currentBP.validationReceiptRoot
if disputeReceipt.payload.state == "OPEN":
require currentBP.state in {
"ACCEPTED_PENDING_APPEAL", "REJECTED_PENDING_APPEAL"}
require now <= currentBP.appealDeadline
else:
require currentBP.state == "DISPUTED"
require currentHead.payload.state == "OPEN"
writeDisputeHeadAndBPStateAtomically(
currentBP.id, currentHead, disputeReceipt,
expectedBPVersion=currentBP.stateVersion,
targetState="DISPUTED")

SYNC_BP_PROTOCOL_STATE(bp, validation):
with serializableTransaction:
currentBP = lockBuildProof(bp.id)
currentRound = lockActiveRoundHead(validation.payload.pobContextHash)
currentDispute = lockDisputeHead(
currentBP.id, validation.receiptRoot)
require validation.payload.validationRoundId == currentRound.roundId
require currentRound.roundId ==
activeRoundHead(validation.payload.pobContextHash)
if currentBP.state in {"FINAL_ACCEPTED", "FINAL_REJECTED"}:
return currentBP, currentDispute
if currentBP.validationReceiptRoot != validation.receiptRoot:
require currentRound.previousValidationRoot ==
currentBP.validationReceiptRoot
previousValidation = loadReceiptByRoot(
currentRound.previousValidationRoot)
resolution = loadReceiptByRoot(currentRound.resolutionRoot)
require resolution.header.kind == "dispute" and Intact(resolution)
require VALID_DISPUTE_CONTROL(resolution.payload)
require resolution.payload.pobContextHash ==
validation.payload.pohContextHash
require resolution.payload.targetReceiptRoot ==
previousValidation.receiptRoot
require currentBP.state in {
"DISPUTED",
PENDING_STATE(finalVerdict(previousValidation, resolution))}
currentBP = compareAndSwapBuildProofState(
currentBP.id, currentBP.stateVersion, "VALIDATING",
validationReceiptRoot=validation.receiptRoot)
if currentBP.state == "DRAFT":
currentBP = compareAndSwapBuildProofState(
currentBP.id, currentBP.stateVersion, "VALIDATING",
validationReceiptRoot=validation.receiptRoot)
if currentBP.state == "VALIDATING":
currentBP = compareAndSwapBuildProofState(
currentBP.id, currentBP.stateVersion,
PENDING_STATE(validation.payload.verdict),
validationReceiptRoot=validation.receiptRoot)
if currentBP.state == "DISPUTED" and currentDispute is absent:
currentBP = compareAndSwapBuildProofState(
currentBP.id, currentBP.stateVersion,
PENDING_STATE(validation.payload.verdict),
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validationReceiptRoot=validation.receiptRoot)
if currentDispute exists:
require VALID_DISPUTE_CONTROL(currentDispute.payload)
require currentDispute.payload.targetReceiptRoot ==
validation.receiptRoot
if currentDispute.payload.state == "OPEN":
require currentBP.state == "DISPUTED"
return currentBP, currentDispute
require currentBP.state == "DISPUTED"
currentBP = compareAndSwapBuildProofState(
currentBP.id, currentBP.stateVersion,
PENDING_STATE(finalVerdict(validation, currentDispute)),
validationReceiptRoot=validation.receiptRoot)
require currentBP.state ==
PENDING_STATE(finalVerdict(validation, currentDispute))
return currentBP, currentDispute

ATOMIC_FINAL_ACCEPTED(task, contribution, validation, bp, dispute,
expectedClaimKey, claimNullifier, expectedBPVersion):
with serializableTransaction:
currentBP = lockBuildProof(bp.id)
currentRound = lockActiveRoundHead(validation.payload.pobContextHash)
currentDispute = lockDisputeHead(
currentBP.id, validation.receiptRoot)
require currentBP.state == "ACCEPTED_PENDING_APPEAL"
require currentBP.stateVersion == expectedBPVersion
require expectedClaimKey == claimKey(task, contribution)
require claimNullifier == contribution.payload.claimNullifier
require validation.payload.validationRoundId == currentRound.roundId
require currentRound.roundId ==
activeRoundHead(validation.payload.pobContextHash)
require root(currentDispute) == root(dispute)
require appealClosed(validation, currentDispute)
require not isOpen(currentDispute)
require finalVerdict(validation, currentDispute) == "ACCEPT"
candidate = freezeBuildProof(
currentBP, state="FINAL_ACCEPTED",
disputeRoot=root(currentDispute))
candidate.bpRoot = H("HZB/PoB/BP/v1", candidate.networkDomain,
canonicalEncode(candidate.without("bpRoot")))
require currentRound.sealedByBPRoot in {
EMPTY_ROOT, candidate.bpRoot}
prospectiveRegistry = previewUniqueBindings(
expectedClaimKey, claimNullifier, candidate.bpRoot)
require PoBValid(task, contribution, validation, candidate,
prospectiveRegistry)
sealRoundHeadIfUnsealed(
currentRound, candidate.bpRoot)
bindUniqueOrSame("claim_registry", expectedClaimKey, candidate.bpRoot)
bindUniqueOrSame("contribution_nullifier", claimNullifier,
candidate.bpRoot)
insertBuildProofUnique(candidate.bpRoot, candidate)
compareAndSwapBuildProofState(
candidate.id, expectedBPVersion, "FINAL_ACCEPTED")
return candidate

ATOMIC_FINAL_REJECTED(task, validation, bp, dispute, expectedBPVersion):
with serializableTransaction:

currentBP = lockBuildProof(bp.id)

currentRound = lockActiveRoundHead(validation.payload.pobContextHash)
currentDispute = lockDisputeHead(

currentBP.id, validation.receiptRoot)
require currentBP.state == "REJECTED_PENDING_APPEAL"
require currentBP.stateVersion == expectedBPVersion
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require validation.payload.validationRoundId == currentRound.roundId
require currentRound.roundId ==
activeRoundHead(validation.payload.pobContextHash)
require root(currentDispute) == root(dispute)
require appealClosed(validation, currentDispute)
require not isOpen(currentDispute)
require finalVerdict(validation, currentDispute) == "REJECT"
candidate = freezeBuildProof(
currentBP, state="FINAL_REJECTED",
disputeRoot=root(currentDispute))
candidate.bpRoot = H("HZB/PoB/BP/v1", candidate.networkDomain,
canonicalEncode(candidate.without("bpRoot")))
require currentRound.sealedByBPRoot in {
EMPTY_ROOT, candidate.bpRoot}
require rejectedTerminalBinding(
task, validation, candidate, currentDispute)
sealRoundHeadIfUnsealed(
currentRound, candidate.bpRoot)
insertBuildProofUnique(candidate.bpRoot, candidate)
compareAndSwapBuildProofState(
candidate.id, expectedBPVersion, "FINAL_REJECTED")
return candidate

FINALIZE_MILESTONE(sourceApp, buildTaskId, milestoneld,
contributionRoot):
task = loadSignedFrozenBuildTask(buildTaskId)
require validPublisherSignature(task.publisherSignature)
require task.sourceApp == sourceApp and signedOrigin(sourceApp)
milestone = loadFrozenMilestone(task, milestoneld)
contribution = loadReceiptByRoot(contributionRoot)
closure = VALIDATE_CONTRIBUTION_DAG(task, milestone, contribution)
roundPermit = LOAD_PROTOCOL_ROUND(task, contribution)
validation = GET_VALIDATION_ONCE(
task, contribution, closure, roundPermit)
bp = loadOrCreateBPDraft(task, contribution, validation)
if bp.state in {"FINAL_ACCEPTED", "FINAL_REJECTED"}:
return PREPARE_SETTLEMENT_ONCE(task, bp, validation)
bp, dispute = SYNC_BP_PROTOCOL_STATE(bp, validation)
if bp.state == "DISPUTED": return Hold("DISPUTED")
if now < validation.payload.appealDeadline:
return Hold("APPEAL_WINDOW_OPEN")
resolved = finalVerdict(validation, dispute)
if resolved == "ACCEPT":
bp = ATOMIC_FINAL_ACCEPTED(task, contribution, validation, bp, dispute,
claimKey(task, contribution), contribution.payload.claimNullifier,
bp.stateVersion)
else:
bp = ATOMIC_FINAL_REJECTED(
task, validation, bp, dispute, bp.stateVersion)
return PREPARE_SETTLEMENT_ONCE(task, bp, validation)

NONTERMINAL_SETTLEMENT_STATES = {
"READY_TO_SUBMIT", "SUBMITTING", "SUBMITTED", "UNKNOWN"}

PREPARE_SETTLEMENT_ONCE (task, bp, validation):

require bp.state in {"FINAL_ACCEPTED", "FINAL_REJECTED"}

obligation = loadFrozenObligation(task, bp.milestoneld)

require finalTerminalBinding(task, bp, validation, obligation)

if bp.state == "FINAL_ACCEPTED":
contribution = loadReceiptByRoot(bp.contributionReceiptRoot)
uniqueRegistry = loadUniqueRegistrySnapshot(bp.bpRoot)
require PoBValid(task, contribution, validation, bp,

uniqueRegistry)
else:
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require RejectBound(task, validation, bp, obligation)
branch = "RELEASE" if bp.state == "FINAL_ACCEPTED" else "REFUND"
settlementKey = H(

"HZB/SETTLEMENT/v1", networkDomain, task.buildTaskId,

task.version, bp.milestoneld, obligation.id, obligation.version)
call = frozenBranchCall(obligation, branch, bp)

require call.chainNonce == obligation.effectPlan.chainNonce
require call.feePolicyHash == obligation.effectPlan.feePolicyHash
require H(canonicalActionProjection(networkDomain, call)) == call.callHash

existing = loadSettlement(settlementKey)
if existing exists:
requireFrozenSettlementBinding(
existing, task.versionHash, bp.bpRoot, validation.receiptRoot,
branch, call.callHash, obligation.id, obligation.version)
if existing is final: return existing.receiptRoot
require existing.state in NONTERMINAL_SETTLEMENT_STATES
return Pending(settlementKey)

simulation = simulateFixedState(call, task.settlementPolicy)

verification = verifySettlementCall(call, simulation, task.settlementPolicy)

gate = policyGate(gateInput(task, call, verification, validation), now)

require gate.effect == "ALLOW"

require hashCanonical(task.settlementPolicy.finalityPolicy) ==

task.finalityPolicyHash

authorizationMessage = typedAuthorizationMessage(
domain="HZB/AUTH/v1", networkDomain=networkDomain,
taskVersionHash=task.versionHash, planHash=task.planHash,
principal=task.principal, actionHash=call.callHash,
decisionHash=gate.decisionHash,
capabilityId=call.capabilityId,
capabilityHash=call.capabilityHash,
capabilityVersion=call.capabilityVersion,
revocationVersion=call.revocationVersion,
authorizationNonce=call.authorizationNonce,
expiresAt=call.authorizationExpiresAt)

authorization = loadTypedAuthorization(authorizationMessage)

authorizationHash = hashCanonical(authorization)

require verifyTypedAuthorizationMessage(
authorization, authorizationMessage, now)

submitPayload = frozenSubmitPayload(call)

frozenSubmitPayloadHash = hashFrozenSubmitPayload(submitPayload)

with serializableTransaction:
settlement = lockSettlement(settlementKey)
if settlement exists:
requireFrozenSettlementBinding(
settlement, task.versionHash, bp.bpRoot,
validation.receiptRoot, branch, call.callHash,
obligation.id, obligation.version)
if settlement is final: return settlement.receiptRoot
require settlement.state in NONTERMINAL_SETTLEMENT_STATES
return Pending(settlementKey)
TlockAndRequireOutstanding(
obligation.id, obligation.version, call.amount)
capability = lockCapability(call.capabilityId)
require capability.version == call.capabilityVersion
require capability.revocationVersion == call.revocationVersion
require capability.hash == call.capabilityHash
require capabilityAllows(capability, call)
assert_permit_decision(
gate, task.versionHash, call.callHash, now)
assert_typed_authorization(
authorization, expectedPrincipal=task.principal,
networkDomain=networkDomain,
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taskVersionHash=task.versionHash, planHash=task.planHash,
actionHash=call.callHash, decisionHash=gate.decisionHash,
capabilityId=call.capabilitylId,
capabilityHash=call.capabilityHash,
capabilityVersion=call.capabilityVersion,
revocationVersion=call.revocationVersion,
authorizationNonce=call.authorizationNonce, now=now)
consume_approval_nonces_once(
task.versionHash, gate.approvalBindings,
expected_hash=gate.approvalSetHash, now=now)
quotaReservation = reserveQuota(
capability.id, call.quotaDelta)
consumeAuthorizationNonceOnce(
capability.id, call.authorizationNonce)
chainNonceReservation = reserveChainNonceOnce (
call.chainId, call.sender, call.chainNonce)
obligationReservation = reserveObligation(
settlementKey, obligation.id)
attemptNo = reserveNextAttemptNo(settlementKey)
activeAttemptId = H(settlementKey, attemptNo,
call.callHash, call.chainNonce)
upsertSettlement(
settlementKey=settlementKey,
taskVersionHash=task.versionHash,
buildProofRoot=bp.bpRoot,
validationReceiptRoot=validation.receiptRoot,
branch=branch, callHash=call.callHash,
authorizationHash=authorizationHash,
decisionHash=gate.decisionHash,
obligationId=obligation.id,
obligationVersion=obligation.version,
capabilityId=capability.id,
guotaReservationId=quotaReservation.id,
chainId=call.chainId, chainDomain=call.chainDomain,
sender=call.sender, chainNonce=call.chainNonce,
chainNonceReservationId=chainNonceReservation.id,
obligationReservationId=obligationReservation.id,
attemptNo=attemptNo, activeAttemptId=activeAttemptId,
frozenSubmitPayload=submitPayload,
frozenSubmitPayloadHash=frozenSubmitPayloadHash,
expectedStateDeltaRoot=simulation.expectedStateDeltaRoot,
frozenFinalityPolicy=task.settlementPolicy.finalityPolicy,
frozenFinalityPolicyHash=task.finalityPolicyHash,
recipient=call.recipient, asset=call.asset,
amount=call.amount, rowVersion=1,
state="READY_TO_SUBMIT")
outbox.putIfAbsent(activeAttemptId, "SubmitSettlement", {
settlementKey, attemptId: activeAttemptId,
chainNonce: call.chainNonce,
frozenSubmitPayload: submitPayload })
return Pending(settlementKey)

OBSERVE_AFTER_CAS_CONFLICT(settlementKey, attemptId, callHash):
current = loadSettlement(settlementKey)
if current is final: return current.receiptRoot
require current.activeAttemptId == attemptId
require current.callHash == callHash
return Pending(settlementKey)

CAS_SETTLEMENT_OR_OBSERVE (settlementKey, expectedRowVersion,
allowedFrom, target, attemptId,
callHash, evidence):

try:
return CASSettlementState(
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settlementKey, expectedRowVersion, allowedFrom, target,
attemptId=attemptId, callHash=callHash, evidence=evidence)
on CASConflict:
return OBSERVE_AFTER_CAS_CONFLICT(
settlementKey, attemptId, callHash)

SUBMIT_OUTBOX(event):
row = lockSettlement(event.settlementKey)
if row is final: return row.receiptRoot
require row.state in {"READY_TO_SUBMIT", "SUBMITTING", "UNKNOWN"}
require event.attemptId == row.activeAttemptId
require hashFrozenSubmitPayload(event.frozenSubmitPayload) ==
row.frozenSubmitPayloadHash
require event.chainNonce == row.chainNonce
rawTx = row.rawTx or deterministicSign(event.frozenSubmitPayload)
txHash = hashRawTransaction(rawTx)
try:
row = atomicallyStoreBeforeIO(
settlementKey=row.settlementKey,
expectedRowVersion=row.rowVersion,
allowedFrom={"READY_TO_SUBMIT", "SUBMITTING", "UNKNOWN"},
target="SUBMITTING", attemptId=event.attemptId,
callHash=row.callHash, rawTxHash=txHash,
rawTx=encrypted(rawTx))
expectedRowVersion = row.rowVersion
result = broadcastExact(rawTx)
if result.accepted or result.alreadyKnown:
return CAS_SETTLEMENT_OR_OBSERVE(
row.settlementKey, expectedRowVersion, {"SUBMITTING"},
"SUBMITTED", event.attemptId, row.callHash, result)
return CAS_SETTLEMENT_OR_OBSERVE(
row.settlementKey, expectedRowVersion, {"SUBMITTING"},
"UNKNOWN", event.attemptId, row.callHash, result)
on CASConflict:
return OBSERVE_AFTER_CAS_CONFLICT(
row.settlementKey, event.attemptId, row.callHash)
on ProvenNoBytesSent:
return CAS_SETTLEMENT_OR_OBSERVE(
row.settlementKey, expectedRowVersion, {"SUBMITTING"},
"READY_TO_SUBMIT", event.attemptId, row.callHash,
{txHash, provenNoBytesSent: true})
on AnyPossiblySubmittedError:
return CAS_SETTLEMENT_OR_OBSERVE(
row.settlementKey, expectedRowVersion, {"SUBMITTING"},
"UNKNOWN", event.attemptId, row.callHash,
{txHash, submissionUncertain: true})

RECONCILE_UNCERTAIN(settlementKey):
row = loadSettlement(settlementKey)
if row is final: return row.receiptRoot
require row.state in {"SUBMITTING", "UNKNOWN"}
expectedRowVersion = row.rowVersion
evidence = queryByTxHashAndSenderNonce (
row.rawTxHash, row.chainId, row.sender, row.chainNonce)
if evidence.sameTransactionFound:
return CAS_SETTLEMENT_OR_OBSERVE(
settlementKey, expectedRowVersion, {"SUBMITTING", "UNKNOWN"},
"SUBMITTED", row.activeAttemptId, row.callHash, evidence)
else if evidence.differentTransactionAtNonce:
return CAS_SETTLEMENT_OR_OBSERVE(
settlementKey, expectedRowVersion, {"SUBMITTING", "UNKNOWN"},
"NONCE_CONFLICT", row.activeAttemptId, row.callHash, evidence)
else:
return CAS_SETTLEMENT_OR_OBSERVE(
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settlementKey, expectedRowVersion, {"SUBMITTING", "UNKNOWN"},
"UNKNOWN", row.activeAttemptId, row.callHash, evidence)

FINALIZE_SETTLEMENT(settlementKey, finalityEvidence):
row = lockSettlement(settlementKey)
if row is final: return loadReceipt(row.receiptRoot)
require row.state in {"SUBMITTING", "SUBMITTED", "UNKNOWN"}
require hashCanonical(row.frozenFinalityPolicy) ==
row.frozenFinalityPolicyHash
require finalityPolicySatisfied(
finalityEvidence, row.frozenFinalityPolicy)

require finalityEvidence.txHash == row.rawTxHash

require finalityEvidence.callHash == row.callHash

require finalityEvidence.executionStatus == "SUCCESS"

require finalityEvidence.observedStateDeltaRoot == row.expectedStateDeltaRoot

require transactionEnvelopeMatches(row.rawTx, finalityEvidence)
executionReceipt = ensureFinalExecutionReceipt(row, finalityEvidence)
settlementReceipt = makeSignedReceipt(
kind="settlement", subjectHash=settlementKey,
parentRoots=[row.validationReceiptRoot,
executionReceipt.receiptRoot],
payload=frozenSettlementPayload(row, finalityEvidence))
with serializableTransaction:
row = lockSettlement(settlementKey)
if row is final:
require row.receiptRoot == settlementReceipt.receiptRoot
return loadReceipt(row.receiptRoot)
require row.state in {"SUBMITTING", "SUBMITTED", "UNKNOWN"}
require row.activeAttemptId == finalityEvidence.attemptId
require row.rawTxHash == finalityEvidence.txHash
require row.callHash == finalityEvidence.callHash
require hashCanonical(row.frozenFinalityPolicy) ==
row.frozenFinalityPolicyHash
require finalityPolicySatisfied(
finalityEvidence, row.frozenFinalityPolicy)
require finalityEvidence.executionStatus == "SUCCESS"
require finalityEvidence.observedStateDeltaRoot == row.expectedStateDeltaRoot
require transactionEnvelopeMatches(row.rawTx, finalityEvidence)
require obligationStillReservedBy(
row.obligationReservationId, row.obligationId, settlementKey)
clearQutstandingObligation(
row.obligationId, row.obligationReservationId)
commitCapabilityQuota(row.quotaReservationId)
commitChainNonce(row.chainNonceReservationId)
markSettlementFinal(row,
"FINAL_RELEASED" if row.branch == "RELEASE"
else "FINAL_REFUNDED",
settlementReceipt.receiptRoot)
insertReceiptUnique(settlementKey, settlementReceipt)
outbox.putIfAbsent(H(settlementKey, "FINAL"),
"SettlementFinalized", settlementReceipt.receiptRoot)
return settlementReceipt

validation receipt LAE— validationKey 8li&; #€{XH4IERI— validation 5 resolution 1R
HAESEIUEI, X DAG KRN, iR, BEREE. K&, REMMMIE, BP E—#. &5
5 active round £#1FREIEHEIER, Release/Refund £ settlementKey;

SUBMITTING/UNKNOWN REEERTF rawTx, Outbox LAFRSE eventld £,
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SLILEZRXT validationKey, claimKey. claimNullifier, settlementKey. authorizationNonce.
chainNonce. receipt_by_settlement, outbox eventld BH—£5R, &L&LEE. settlement

receipt 5 final outbox ER—BTHEHFBIRR, HIR“ XBZEFERNEXR"VEHEREQ,
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Defense-in-Depth Security Zones

Security controls follow data sensitivity and action impact

PUBLIC DETERMINISTIC ZONE

CONTROLLED EXECUTION ZONE

TENANT ISOLATION ZONE

KEY & SIGNING ZONE
KMS/HSM - MPC option
ed wallets - quoru

scop m approval

Trust is never inherited from network location. model identity or prior successful execution.
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lllustrative Prototype Simulation — Not Production Measurements
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